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1 Purpose of Document

The purpose of this document is to introduce chipset manufacturers and Polte customers
to the interface to the Polte system. This document will describe how to access the user
interface, the different types of user roles, and the functions allowed by eaehrole.

The document will start with a brief description of each role and will provide a detailed
description of each function the role can perform.

The Polte system is available lottps://prd.polte.io

2 CustomerAdmin Role

21

2.2

The Customer Role is provided for whoever is managing and claiming ownership of the user
equipment. This is where access to the Polte system for individual user equipment is
maintained, and where billing is established for the location usabere is aQustomer

Admin role, and &ustomerUser role. Th&ustomerAdmin role has the ability to create
additional users in th® dza (i 2 ac&dhDIA all other respectsthe CustomeiUser role

has similar functions.

Customer Dashboard View

When the Customer Admin User logs into the systémey will be on the Customer
Dashboard. Th@ustomer can view a status of théserEquipment that has been claimed
by theQustomer through the claim process. There is a map of the User Equigri@ast
locations. Several metrics are shown on this page including:

Active User Equipment count
Inactive User Equipment count
Monthly Claims

Monthly activations

The User can select from three tabs at the top of the page: My Data, User Equipment or
Dashboard.

User Equipment View
Selecting the User Equipment tab takes the Customer Admin user to the User Equipment
view. The view shows a list of all the IMEIs claimed by the customer, and several fields

including a Label, activation status, UE Tokéodel, and MQTT tokens.

Double clicking on one of these rows allows theer to edit theUser Equipment fields,
including the Label. The first goal of tBastomer role is to claim new Polte enableder
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Equipment IMEIs into the system for them to be aetied by a user. The large button
labelled BULK CLAIM UE allows this.

Bulk Claim UE

The bulk claim screen is where the customer IMEI lists of Polte enblblrdquipment

that they have purchased are assigrtedhe customer. As long as the IMiBatches an
IMEI that has been loaded into the system by a manufacturer, the file will load
successfullyand the equipment will be ready for activation on edzd (i 2 AP MND &

The Bulk Claim UE file must be a .txt file containing one field on eechMEI. This file
is uploaded by selecting the file from your computer after selecting the underlined word

WFAESQ A& aK2g8y AY (GKS 0 §HefsérchodsksIng Subrity O S
button to perform the upload of the manifest file into the system.

1+

Choose file

My Data View
There are three sukabs shown in the My Data view: Profile, Users, and API Tokens.
The Profile tab simply lists tgustomef name and contact information, which is editable.

The Users tab allows the creation and management of Custddsers from this
Customef account.

The API Tokens tab lists and lets the User create new API tokens, which are used to access

the system from an external API. When the User adds a new API Token, the system creates
a new unique API Token, which can be copied for use.
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3 API Access

The PolteCloud Location over CellulaGoC) system provides application developers and
integrators a set of REST based APIs for all actions available throughARésldire broken down
into three primary categories of operation:

Manufacturers- enables the management of users, manufacturer medeind bulk
uploading user equipment.

Customers enables the management of usefsPltokens, and the bulk claiming ter
Equipment.

UserEquipment- End points for the publishing and consumption of data frolser
Equipment.

Each set of APIs can be authenticated using a standard login mechanism or by using a special API
Token. API Tokens are managed at the account level and can be created and revoked as
necessary These APIs are documented using swagger (https://swaggemibizh allows for
interactive experimentation.

https://polte.io/swagger/manufacturer/
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CLOC-API™

POLTE Cloud Location AP

Schemas

HTTPS.

Authentication 4
Jusers/login Logn

Manufacturer v
/manufacturer/{manufacturerToken}/ GetManutacturer info -

Users =
/manufacturer/{manufacturerToken}/users FindllUsors -

User Equipment R
E /manufacturer/{manufacturerToken}/userEqQUipment Find user squiment -

Token} /userEqui {ueToken}/location Gets ie wocanon hstory for & UE -

m /manufacturer/{manufacturerToken} /userEquipment/{ueToken} Disabies UE -
/manufacturer/{manufacturerToken}/userEquipment/{ueToken} Updsies UE -
/manufacturer/ (manufacturerToken}/ueTokens/generate Gonarala user agupmant -
/manufacturer/{manufacturerToken}/ueTokens/generate/csv Genesie user equipmenl vis CSV -
Models ~
/manufacturer/{manufacturerToken} /models Gsis modsls -

14 }/model Grets Manactursr Modsi a
/manufacturer/{manufacturerToken} /models/{modelToken} Updats manulacturer -
|facturerToken} /models/{modelToken} Dewte a manufacture: model -

https://polte.io/swagger/customer/
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CLOC-API™®

PoLTE Gloud Location API

Schemes.

HTTPS

Authentication R

Jusers/login Logn

Customer v
feustomer/ {customer1d} Getcusiomss i &
Users i
feustomer/{customerld} /users Find Al Users -
/fcustomer/{customerId} /uSers Crealeauser &
[EZEE0) /customer/ customertd) fusers/ (user1d} famor user &
API Tokens v
/customer/{custonerId}/apiToKkens Find Al APl Tokens &
feustamer / {eustomerTd} fapiTokens Crests an AP Toten &
IETEE0 /customer/ (custoner1a} /apitokens/ (apiTakentd] Aamave sl a
User Equipment R
feustamer / (eustomerTd} fuserEquipment Furhes s scupmart &
feustomer/ (custoner1d} /userEquipment /claim Cain a i of User Equpmar @
Joustomer/ {custonerid} fuserEquipment /clain/file Cw &
IEEE0D /custoner/{customerta} fuserBquipmont / {uoToken) Femows UE @
feustomer/ (customerid} /userEquipment/ {usTokan} Updsies s user squiment @

https://polte.io/swagger/userequipment/
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CLOC-API®

PoLTE Cloud Location API

Schemes

) -

Authentication

Jusers/login Logn
User Equipment Interface
/ue/ {ueToken} /towers
/ue/{ueToken}/towers/{uid}

/ue/{ueToken}/locate

/ue/{ueToken}/location/{uid}

/ue/{ueToken}/location
Authorization

/ue/authorize

Configuration

/fue/configuration

Meta

/ue/meta UEMeta info

UE

Jue/register Regisier UE

Models
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4 Example Usage
A note about API authentication:
Authentication can be managed througifiree mechanisms
1. AAGFYRFNR WE23AYyQ 6KSNBoe G(KS dzAaSNI Ay@21Sa | t23Ay 1tL &ALl

back a Bearer Token for purposes of subsequent API calls. This Baaemwill be JWT
based and has an expiry of 24 hours. Strict adherence to the JWT expiry indioauta
be followed.! y SEI YL S 2F (KA& A& &aK2gy o0St26 Ay {SOlA2Yy nom WOE
login utilizing the API.
2. An API Token provided at the account level. This token uses a custom HTTP Authorization
header type, POLTAPI.An example of this is slwn below in section 4. W9 EIl YLX S 2 ¥
/I NBFGAY3 IyR !ttL ¢218y +d GKS 1 002dzyii [ S@St Qo
3. When performing actions on behalf of User Equipment, @ssumedthat the custom
HTTP HeadetUEAuth is used. Details on the construction of this token can be found in
{SOGA2Y nop 2F (KAA R20dSy G W/ t2dzR G2 /t2dz2R DSG [20FGAz2Yy

4bM 9EI YL S 2F | AGlFYyRFENR WE23AyQ dziiAf AT A Y{Formatted: Font:GothamBook, 12 pt, Not Bold, Complex
ScriptFont:12 pt

Go to swagger ahttps://polte.io/swagger/customer/

CLOC-API SED

PoLTE Cloud Location AP|

se

hamas
HTTPS -

Authentication

fusers/login Login

In the Authentication section as shown above execute the POST /users/login call.
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Authentication v
m fusers/login Login

town

Parameters Try it out
— P

body -

(hody Example Value Mol

Respones —

Pressing thél ¢ NE bAttion afddzipedn a valid email and password for the Polte.io system.

m Jusers/login Login
—

Parameters. Cancel 1
o e
bof’! ’ Edit Val Model
1
i vlasedik-alsdy et
¥
o,
[ cancer ]
.
| applicationsan ~
L e )

Executing this function with valid login credentials will display a Response Header which includes

the authorization Bearer.
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Response headers

access-control-allow-origin: *
access—-control-expose-headers: Authorization,x-total-results

3 TWL
Imxmmmmlu:mnnmm:muwmw PYMYQHCQzSgdQJ_e mmﬂmm“m
content-encoding: gzip

content-type: application/json; charset=utf-8

date: Thu, 25 Apr 2019 14:28:56 GMT

etag: W/"16b-UAGodWcu//6gEbGSEespBghwXJe"

server: nginx/1.13.12

strict-transport-security: max-age=15724800; includeSubDomains
vary: Accept-Encoding

x-powered-by: Express

Cut and paste the authorization header (the Highted area) and click the Authorize button at
the top of the swagger document. You will be able to paste the Bearer (apiKey) into the Value
field, you will now be authorized for system access.

Note that this Bearer Token will is JWT based and hagiryef 24 hours.

Available authorizations

Bearer (apiKey)

Name: Authorization
In: header

Value:

Also note that the customer ID is shown in the Responses section. Please note this ID as it is
required for further API calls.

53685193,

46!
-1 1547588886087

Pdte Confidential & Proprietary Information



Bt s

Quick Start Guide

4.2 Example of Creating an API Token at the Account Level Formatted: Font:GothamBook, 12 pt, Not Bold, Complex
ScriptFont:12 pt

An API Token provided at tlzecount levelThis function can be utilized by a custoragimin
role, not from a customer support role. The token uses a custom HTTP Authorization header type,
POLTHEAPI, and does not have an expiry time attached to it.

Be sure to protect the API Tokewrin unintentional disclosure.

The valid POST command is in the API Tokens section of the swagger documentation.
API Tokens A

/customer/ {customerId}/apiTokens Find Al API Tokens ™
/customer/ {customerTd)/apiTokens Croale an ARl Token a

Create a token as an administrative action, gives loken access 10 this customer
Parameters

Hame Description

customerid *
string Customer ID (database field)

body

Pressing thaV ¢ NB  biitibn addingp&®in your customer ID. The customer ID was exposed in
the response in the previous example. Théd/Roles that a customer can create APl access Keys
for are:

Customer Admin
Customer Support
UE

Note that only the Customer Admin role can create these API keys.

The UE role is specifically used to authorize a cloud to cloud API call, which is discussed in more
detail in Cloud to Cloud Get Location section of this document below.

wSLX | OS GKS aaidNAy3dé FASER Ay (GKS od®eélesg A K GKS OdzAaG2YSNI L5
and press the Execute button.

Pdte Confidential & Proprietary Information



[POLTE

Positioning Technologies QUiCk Stal’t Guide

customerid *
suring Customer ID (database field)
5c118b2850f41800394c7678
body
bedr it Valua  Mado:
‘
X b

The response will show the token in the response body :

Cads. Detalle

44D FINIATI1NI91614080 101 Tba0 oRD TR BT a0d]TEnnl IRORFATIIAFBIION",

3340T87a",

4.3 Customer Claim of a UE Device

Once you have an authorization, one of the main functions that a customer will need to do
claim his UEquipment. This section requires that the UE be a valid UE that has been added to

the system in the Manufacturer manifest process.

F

{ Formatted: Font:GothamBook, 12 pt, Not Bold, Complex

ScriptFont:12 pt

|

i Formatted: Font:12 pt, Not Bold, ComplexScriptFont:12

|

In the User Equipment section of the swagger Customer documentation you utilize the POST

Jcustomer/{customerld}/userEquipnre/claim command as shown here.

A

/eustomer/ {customer1d} /userEquipment/elaim Claim a list of User Equipment -

Claim a st of User Equipment

Parameters Cancel

Name Description

customerid *
string Customer |D (database field)
(patn)

5c118b285ei41800394c767a

body The list of imeis to claim

(body
Edit Value | Model

€
“imeis™s |
“string”

!

]

A al

wSLX I OS GKS aadadNRy3Ie pAGK GKS La9LQa | a

¢tKA&E OFy fa2 068 O02YLX SGSR o6& LINRPGARAY3
POST /customer/{customerldjgerEquipment/claim/file commancewn here.
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| post /4 1d)/ ipwent/claim/£ile Ciaim a fistof User Equipment 8

Fontcolor: CustomColor(RGB(0,11,140))ComplexScript
Font:Arial, PatternClear

Claim a list of User Equipment

Formatted: Font:(Default) GothamBook, (Asian) Arial,

Parameters Cancel Formatted: Font:(Asian)Arial, Fontcolor: Custom
Color(RGB(0,11,140))complexScript Font: Arial

Name Description

customerld *

string Customer ID (database field)

(path)

body

file The list of imeis to claim, one per line

(formbata)

Choose File | no file selected

A o

4.4 Get UE Informatign _—| Formatted: Font:GothamBook, 12 pt, Not Bold, Complex
S ScriptFont:12 pt
Once the customer has claimed his devices you can get a list of these devices in a CSV f||e by| Formatted: Font:12 pt, Not Bold, ComplexScriptFont: 12 }
using the POST /customer/{customerId}/userEqunpment/csv command. L
BNl /<ustomes/ (custome=1d}/usesiquipment /aav Dourioads aCSY repe I T a {Formatted. Font:GothamBook J
Pormmaters | Cancut | | Formatted: Font:GothamBook, Fontcolor: Auto, Pattern:
= s Clear
Cusiomenar Customer I (database field) / { Formatted: Font:GothamBook ]

5G118b2B501418003946767a

e ]
— S -

Thisproduces a CSV file that contains a list of the devices in the customer account along with
status information for the devices. The fields of information available in this CSV includes:

Id disabledAt
customerld claimedAt
modelToken location

token configuration
imei createdAt

label updatedAt
provisioningState modelLabel
manufacturerToken customerName

. - {For'matted: Font:GothamBook, 12 pt, Not Italic, Complex }
The other command to get the UE information is to do this for an individual UE. This is ScriptFont:12 pt .
completed using the PO%dustomer/{cusbmerld}/userEquipment/{ueToken} command as [F”ma“e": Font:GothamBook, 12 pt'c°mp'exsc”m':°”“}

12pt
shown here:
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GE /eustomer/{customer1d}/userEquipment/{ueToken} Faiches a user squipment data &

Felches a usar eguipment data

Parameters Cancel

Hame Description

customerid *
string
pats)

Customer ID (database field)

5¢118b285¢141800394c767a

ueToken *
steing UE Token (unique identifier provided by PoLTE platform)

GMA1808130241001|

T )

.This produces theame information as is in the CSV, in a JSON output for the individaal UE Formatted: Font:GothamBook, 12 pt, ComplexScriptFont:

shown here. 12pt
Code Details
0 Response body
e
4.5 Cloud to Cloud Get Locatjon Formatted: Font:GothamBook, 12 pt, Not Bold, Complex
) ScriptFont:12 pt

) i Formatted: Font:12 pt, Not Bold, ComplexScriptFont: 12 }
To utilize a model 3 (full external processor) device integration a device manufacturer will hav ot

the devices send location information to their cloud instance rather than directly to the Polte

Cloud. In this case the 3rd party cloud must proxy the data the AT+POLTEREG? and the

AT+ POLTECOMPRESS responses from the device to the Polte cloud through the REST interface.

Please see the Polte Device Integration Guide for information on the models of integration.

The first step in setting up this cloud tloud interface is to create a UE API key, as shown in the{ Formatted: Left ]
previous section of this document. This API key is used to Authorize the API calls to the Polte

Cloud. This key is generated in thtéps:/polte.io/swagger/customeriection of the ( Formatted: Font:GothamBook )
documentation.

The commands to interface to the Polte cloud is documented in the swagger documentation in
a different area, located dittps:/polte.io/swagger/userequipment/. Please navigate to this ( Formatted: Font:GothamBook )
area afteryou have copied the UE API key.
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Enter the UE API key you just generated in the authorization field after pushing the Authorize
button at the top of the document (shown here in the picture). You will need to manually add
the header at the front of the Rl key that you enter.

a [Formatted: Font:GothamBook J
CLOC-API [ 1.00] { Formatted: Font:GothamBook, Fontcolor: Auto, Pattern: }
Clear
[ Base URL: /api/vl ]
PoLTE Cloud Location AP|
Contact the developer
Schemes
The required format is as shown here:
PolteAPI < UE API KEY >
Important note: There is a space required between P&ifel and the UE Key.
Paste this into the Value field, you will be authorized for cloud to cloud - ( Formatted: Left ]

access.

The second step will be to Register the UE using the information received from the device via
the AT+POLTEREG? command. The Manufacturer Token, the Model Token, the UE token, and
the IMEI all need to be provided. You can see the exampte&i@ET /ue/register command

in the Swagger documentation here.
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m /ue/register Register UE -
Register UE
Name Description
manufacturerToken * reaured Manufacturer Token that was used to provision a user equipment
A
e 88cD533879
(query)
modelToken * "eaed Model Token that was used to provision a user equipment
pr— ee31aba227e
(query)
ueToken * ™uired
string token field (sometimes called UE Token) assigned to a user equipment
(quary)
5cebeBab7aa
imeij * rauired IMEI assigned to the user equipment
string 1
(query)
T 1

The response will return the mqttAuthUser and mqttAuthPassword (shown below), which is
necessary for further communication with the Polte Cloud for this device.

Clear

Code Details
200

Formatted: Font:GothamBook, Fontcolor: Auto, Pattern: J

Response body

{Formatted: Font:GothamBook

n": "88cb533e79e”, ]
e,

31aba227,

"5c0850e88ecdd60011e119b4"
o

t "76163bc649
"mgttAuthPassword”: "7acdlc45640"

control-allow-oris
control-expose-he: Authorization,x-total-results
ngth: 199
application/json; charset=utf-g
r 2019 18:05:58 GMT
7-¥9L+h) TC2QWLNVSX61JGP/KOGg "
er: nginx/1.13.12
ecurity: max-age=15724800; includeSubDomains

x-powered-by: ess

Responses

Code Description

The command toelay the location data received from the AT+POLTECOMPRESS response to
the Polte Cloud is under the User Equipment Interface section of the Swagger documentation
and is the POST /ue/{ueToken}/locate command.
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[ Formatted: Font:GothamBook

‘Please be sure the authorization steps ot above (with UE API) are in place before
executing this command. The inputs required are the ueToken,4bEAXuth, the sync, and
the payload.

X-UEAuth is a string that is composed of base64 encoding of < mqttAuthUser >:<
mqttAuthPassword>, which was provided in the registration response message.

The "payload" field is the binary data that comes from the device, passed through a-twrary
hex-string filter.

The sync field is defaulted to TRUE, and indicates that the reply to the geesdlhbe sent
immediately. If you set the sync field to FALSE the response provided will contain a uid
(transaction ID).

In this case there is no location provided in the response. To obtain this location you provide

the uid as an input in the /uelfe Token}/location/{uid}command. This fetches the location of
the user equipment by uid returned from call to /Jue/{ueToken}/locate.
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