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1 Purpose of Document 
 

The purpose of this document is to introduce chipset manufacturers and Polte customers 
to the interface to the Polte system. This document will describe how to access the user 
interface, the different types of user roles, and the functions allowed by each user role. 
The document will start with a brief description of each role and will provide a detailed 
description of each function the role can perform.  
 
The Polte system is available on https://prd.polte.io 

2 Customer Admin Role 
 

The Customer Role is provided for whoever is managing and claiming ownership of the user 
equipment. This is where access to the Polte system for individual user equipment is 
maintained, and where billing is established for the location usage. There is a Customer 
Admin role, and a Customer User role.  The Customer Admin role has the ability to create 
additional users in the ŎǳǎǘƻƳŜǊΩǎ account. In all other respects, the Customer User role 
has similar functions. 
 

2.1  Customer Dashboard View 
 

When the Customer Admin User logs into the system, they will be on the Customer 
Dashboard.  The Customer can view a status of the User Equipment that has been claimed 
by the Customer through the claim process. There is a map of the User EquipmentΩǎ latest 
locations. Several metrics are shown on this page including: 
 

 Active User Equipment count 
 Inactive User Equipment count 
 Monthly Claims 
 Monthly activations 

 
The User can select from three tabs at the top of the page: My Data, User Equipment or 
Dashboard.  
 

2.2  User Equipment View 
 

Selecting the User Equipment tab takes the Customer Admin user to the User Equipment 
view. The view shows a list of all the IMEIs claimed by the customer, and several fields 
including a Label, activation status, UE Token, Model, and MQTT tokens. 
 
Double clicking on one of these rows allows the User to edit the User Equipment fields, 
including the Label. The first goal of the Customer role is to claim new Polte enabled User 

https://prd.polte.io/
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Equipment IMEIs into the system for them to be activated by a user. The large button 
labelled BULK CLAIM UE allows this.  

2.2.1  Bulk Claim UE 

 
The bulk claim screen is where the customer IMEI lists of Polte enabled User Equipment 
that they have purchased are assigned to the customer. As long as the IMEI matches an 
IMEI that has been loaded into the system by a manufacturer, the file will load 
successfully, and the equipment will be ready for activation on the ŎǳǎǘƻƳŜǊΩǎ account.   
 
The Bulk Claim UE file must be a .txt file containing one field on each line: IMEI. This file 
is uploaded by selecting the file from your computer after selecting the underlined word 
ΨŦƛƭŜΩ ŀǎ ǎƘƻǿƴ ƛƴ ǘƘŜ ōŜƭƻǿ ƛƳŀƎŜΦ hƴŎŜ ǘƘŜ ŦƛƭŜ ƛǎ ǎŜƭŜŎǘŜŘ, the user chooses the Submit 
button to perform the upload of the manifest file into the system.  
 

 
 
 

 

2.3  My Data View  
 

There are three sub-tabs shown in the My Data view:  Profile, Users, and API Tokens. 
 

The Profile tab simply lists the CustomerΩs name and contact information, which is editable.  
 
The Users tab allows the creation and management of Customer Users from this 
CustomerΩs account.   
 
The API Tokens tab lists and lets the User create new API tokens, which are used to access 
the system from an external API. When the User adds a new API Token, the system creates 
a new unique API Token, which can be copied for use.  
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3 API Access 
 
The Polte Cloud Location over Cellular (C-LoC) system provides application developers and 
integrators a set of REST based APIs for all actions available through the UI. APIs are broken down 
into three primary categories of operation: 
 

 Manufacturers - enables the management of users, manufacturer models, and bulk 
uploading user equipment. 

 Customers - enables the management of users, API tokens, and the bulk claiming of User 
Equipment. 

 User-Equipment - End points for the publishing and consumption of data from User 
Equipment. 

 
Each set of APIs can be authenticated using a standard login mechanism or by using a special API 
Token.  API Tokens are managed at the account level and can be created and revoked as 
necessary. These APIs are documented using swagger (https://swagger.io/), which allows for 
interactive experimentation. 
 

https://polte.io/swagger/manufacturer/ 
 

https://polte.io/swagger/manufacturer/
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4 Example Usage 
 

A note about API authentication: 
 
Authentication can be managed through three mechanisms.   
 

1. A ǎǘŀƴŘŀǊŘ ΨƭƻƎƛƴΩ ǿƘŜǊŜōȅ ǘƘŜ ǳǎŜǊ ƛƴǾƻƪŜǎ ŀ ƭƻƎƛƴ !tL ǿƛǘƘ ǘƘŜƛǊ ŎǊŜŘŜƴǘƛŀƭǎ ŀƴŘ ƎŜǘǎ 
back a Bearer Token for purposes of subsequent API calls. This Bearer Token will be JWT 
based and has an expiry of 24 hours. Strict adherence to the JWT expiry indicator should 
be followed.  !ƴ ŜȄŀƳǇƭŜ ƻŦ ǘƘƛǎ ƛǎ ǎƘƻǿƴ ōŜƭƻǿ ƛƴ {ŜŎǘƛƻƴ пΦм Ψ9ȄŀƳǇƭŜ ƻŦ ŀ ǎǘŀƴŘŀǊŘ 
login utilizing the API.  

2. An API Token provided at the account level. This token uses a custom HTTP Authorization 
header type, POLTE-API. An example of this is shown below in section 4.н Ψ9ȄŀƳǇƭŜ ƻŦ 
/ǊŜŀǘƛƴƎ ŀƴŘ !tL ¢ƻƪŜƴ ŀǘ ǘƘŜ !ŎŎƻǳƴǘ [ŜǾŜƭΩΦ  

3. When performing actions on behalf of User Equipment, it is assumed that the custom 
HTTP Header X-UE-Auth is used. Details on the construction of this token can be found in 
{ŜŎǘƛƻƴ пΦр ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘ Ψ/ƭƻǳŘ ǘƻ /ƭƻǳŘ DŜǘ [ƻŎŀǘƛƻƴΩΦ  

 
4Φм 9ȄŀƳǇƭŜ ƻŦ ŀ ǎǘŀƴŘŀǊŘ ΨƭƻƎƛƴΩ ǳǘƛƭƛȊƛƴƎ ǘƘŜ !tL  
 

Go to swagger at  https://polte.io/swagger/customer/ 
 

 
In the Authentication section as shown above execute the POST /users/login call.  
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Pressing the Ψ¢Ǌȅ ƛǘ ƻǳǘΩ button and type in a valid email and password for the Polte.io system.   
 

 
 
Executing this function with valid login credentials will display a Response Header which includes 
the authorization Bearer.   
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Cut and paste the authorization header (the highlighted area) and click the Authorize button at 
the top of the swagger document.  You will be able to paste the Bearer (apiKey) into the Value 
field, you will now be authorized for system access.  
 
Note that this Bearer Token will is JWT based and has an expiry of 24 hours. 
 

 
 
Also note that the customer ID is shown in the Responses section.  Please note this ID as it is 
required for further API calls.  
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4.2 Example of Creating an API Token at the Account Level 
 
An API Token provided at the account level. This function can be utilized by a customer-admin 
role, not from a customer support role. The token uses a custom HTTP Authorization header type, 
POLTE-API, and does not have an expiry time attached to it. 
 
Be sure to protect the API Token from unintentional disclosure.  
 
The valid POST command is in the API Tokens section of the swagger documentation.  

 
Pressing the Ψ¢Ǌȅ ƛǘ ƻǳǘΩ button and type in your customer ID.  The customer ID was exposed in 
the response in the previous example.  The valid Roles that a customer can create API access Keys 
for are: 
 
  Customer Admin 
  Customer Support 

  UE 
 
Note that only the Customer Admin role can create these API keys. 
 
The UE role is specifically used to authorize a cloud to cloud API call, which is discussed in more 
detail in Cloud to Cloud Get Location section of this document below.  
 
wŜǇƭŀŎŜ ǘƘŜ άǎǘǊƛƴƎέ ŦƛŜƭŘ ƛƴ ǘƘŜ ōƻŘȅ ǿƛǘƘ ǘƘŜ ŎǳǎǘƻƳŜǊ L5 ǘƻƪŜƴ ǿƛǘƘ ƻƴŜ ƻŦ ǘƘŜ ŀōove roles, 
and press the Execute button.  
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  The response will show the token in the response body : 

 
 
4.3 Customer Claim of a UE Device 
 
Once you have an authorization, one of the main functions that a customer will need to do is 
claim his UE equipment.  This section requires that the UE be a valid UE that has been added to 
the system in the Manufacturer manifest process. 
 
In the User Equipment section of the swagger Customer documentation you utilize the POST 
/customer/{customerId}/userEquipment/claim command as shown here.  
 

 
 
wŜǇƭŀŎŜ ǘƘŜ άǎǘǊƛƴƎέ ǿƛǘƘ ǘƘŜ La9LΩǎ ŀǎ ŀ ŎƻƳƳŀ ǎŜǇŀǊŀǘŜŘ ƭƛǎǘΦ  
 
¢Ƙƛǎ Ŏŀƴ ŀƭǎƻ ōŜ ŎƻƳǇƭŜǘŜŘ ōȅ ǇǊƻǾƛŘƛƴƎ ŀ ŦƛƭŜ ƻŦ La9LΩǎ ƛƴ ŀ ŎƻƳƳŀ ǎŜǇŀǊŀǘŜŘ ǘȄǘ ŦƛƭŜ ōȅ ǳǎƛƴƎ ǘƘŜ 
POST /customer/{customerId}/userEquipment/claim/file command shown here.  
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4.4 Get UE Information 
 

Once the customer has claimed his devices you can get a list of these devices in a CSV file by 
using the POST /customer/{customerId}/userEquipment/csv command.  

 
This produces a CSV file that contains a list of the devices in the customer account along with 
status information for the devices. The fields of information available in this CSV includes: 
 
  

Id 
customerId 
modelToken 
token 
imei 
label 
provisioningState 
manufacturerToken 

disabledAt 
claimedAt 
location 
configuration 
createdAt 
updatedAt 
modelLabel 
customerName 
 

 
The other command to get the UE information is to do this for an individual UE.  This is 
completed using the POST /customer/{customerId}/userEquipment/{ueToken} command as 
shown here: 
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This produces the same information as is in the CSV, in a JSON output for the individual UE as 
shown here.  
 

 

4.5 Cloud to Cloud Get Location 
 
 

To utilize a model 3 (full external processor) device integration a device manufacturer will have 
the devices send location information to their cloud instance rather than directly to the Polte 
Cloud.  In this case the 3rd party cloud must proxy the data from the AT+POLTEREG? and the 
AT+ POLTECOMPRESS responses from the device to the Polte cloud through the REST interface.  
Please see the Polte Device Integration Guide for information on the models of integration.  
 
The first step in setting up this cloud to cloud interface is to create a UE API key, as shown in the 
previous section of this document.  This API key is used to Authorize the API calls to the Polte 
Cloud.  This key is generated in the https://polte.io/swagger/customer/ section of the 
documentation.  
 
The commands to interface to the Polte cloud is documented in the swagger documentation in 
a different area, located at https://polte.io/swagger/user-equipment/. Please navigate to this 
area after you have copied the UE API key.   
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Enter the UE API key you just generated in the authorization field after pushing the Authorize 
button at the top of the document (shown here in the picture). You will need to manually add 
the header at the front of the API key that you enter. 
 

  
 
The required format is as shown here: 
 
Polte-API  < UE API KEY >       
 
Important note:  There is a space required between Polte-API and the UE Key.  
 
Paste this into the Value field, you will be authorized for cloud to cloud  
access. 
 
The second step will be to Register the UE using the information received from the device via 
the AT+POLTEREG? command.   The Manufacturer Token, the Model Token, the UE token, and 
the IMEI all need to be provided.  You can see the example via the GET /ue/register command 
in the Swagger documentation here.  
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The response will return the mqttAuthUser and mqttAuthPassword (shown below), which is 
necessary for further communication with the Polte Cloud for this device.  
 

 
 
The command to relay the location data received from the AT+POLTECOMPRESS response to 
the Polte Cloud is under the User Equipment Interface section of the Swagger documentation 
and is the POST /ue/{ueToken}/locate command.  
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Please be sure the authorization steps outlined above (with UE API) are in place before 
executing this command.  The inputs required are the ueToken, the X-UE-Auth, the sync, and 
the payload.  
          
X-UE-Auth is a string that is composed of base64 encoding of < mqttAuthUser >:< 
mqttAuthPassword >, which was provided in the registration response message.  
 
The "payload" field is the binary data that comes from the device, passed through a binary-to-
hex-string filter.  
 
The sync field is defaulted to TRUE, and indicates that the reply to the message will be sent 
immediately.  If you set the sync field to FALSE the response provided will contain a uid 
(transaction ID).   
 
In this case there is no location provided in the response.  To obtain this location you provide 
the uid as an input in the /ue/{ueToken}/location/{uid}command.   This fetches the location of 
the user equipment by uid returned from call to /ue/{ueToken}/locate.  
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